RZ Linux Operating System (MU_B.Sc.)

Table of Contents

Chapter 1 : Linux Operating System and Basics

1-1to 1-18

1.1 History.

1-1

111 (010000004 00 0D 1P

1.1.2 3 0 PO

1.2 GNU Info and Utilities

1.21  GNUINO crrrsrcsrsrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssness
1.2.2 UBIEIES covvvesrerrerssssssscsssssss s sssssssssssssssenes
1.3 Various Linux Distributions
1.3.1 Linux Kernel vs DiStribution.......ossssssssssssnns
1.3.2 The Unix/LinuX ArChit@CtUIE ..vrreeineeseessessnsssssssssssssssssssssssssssssssseens
1.3.3 Features Of UNiX/LINUX ..eeeneerssessssesssessssssssssssesssssssesssssssssssess
1.3.4  Starting the Shell.... s
1.35 SREIl PrOMPL coouieecereseerseesseesssessseessesssssssssssssssssssssssssssssssassssssssssssssssssssssess
1.3.6  Shell ArChiteCtUre ...
1.3.7 CommaNd StIUCLUTE ....vuverrersssssssssssssssssssssssssssssssssssssssssssssssesss
1.3.8 File Systems and Directory Structure......ceneernsessnseens
1.3.8((A) Filluummreereeeereeesmsssessssesessssesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssens
1.3.8(B) Naming the Files .....eeereesseessseessssesssssssssesssssesssssssssssesssaeses
1.3.8(C) File System ATChItECTUIE ....ovieeeeeeeeerresseerseeesseessseesssessseessesssesssssesssssssees

1.4 Man Pages

1.5 More Documentation Pages
1.5.1 Red Hat ENTEIPIiSE.ermesisessesssssssssssssssssssssessssssssssssssssssssssssssns
1.5.2 2N (0 o TP
1.5.3 UDUDNEU. ctcteterrereeesseessssessssseessssesssssessssesssssesssssessssssssssssssssssssssssssssesssssessssseses

1.5.4 FreeBSD Documentation and Handbook

1.5.5 Bash HacKers WIKIi ... sssssssssssessssesssssssssssssessssessens

Chapter 2: Basic Bash Shell Commands

2.1 General Purpose Utility Command
2.1.1 CalENAAT .. ——————
2.1.2 DAttt R

‘echKnowledge
ublications

)
W
° -



RZ Linux Operating System (MU_B.Sc.) 2 Table of Contents
2.1.3 <70l 3 L 2P 2-3
/200 S ) )oY OO 2-4
2.1.5 {00 1 Lot 3 )=o) PP 2-4
2.1.6  PASSWA coevureeeerseessssesssesssesssssssess s s ssse st sses st s R RS RS AR R RS 2-5
217 WO ceeetecert st ees s iR RS 2-6
0 S 1 T 0 TN 2-6
2.19 FaCtOT NUIMDETS ..ottt 2-7
28 S o] T OO 2-8
20 0 o] o353 T o PPN 2-8
2.1.12 W (WOrd COUNt) COMMEANA cocourvurernrerneesssesssessesssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssassanes 2-10
2.2 Basic Commands 2-11
2.3 Various File Types 2-20
24 Attributes and File Handling Command 2-23
2 R O 1 LT U0 1o 2-24
2.4.2 File HAaNAliNg COMIMANG c...veuieerreesseeeseesseeesessssessssesssessssesssessssessssssssassssessssssssesssessssassssssssassssesssessssassssssssessssssssassssasssnssans 2-25
2.5 Handling Ordinary Files 2-31
2.5.1 USING CAL £0 CTEALE @ Fil .oureueeeeeeeeeeeeeeeseceseeseesssess e sssses s sssesssse st s s s s s s e bbb 2-32
2.5.2 Concatenation Of FIle ... b 2-33
2.6 More File Attributes 2-35
2.6.1  REAAING ALLTTDULES covuveevuseeesseeesseesseessseesssesesssesssssesss et ssssesss s ss s s RS R R R AR AR 2-36
Chapter 3: Advanced Bash Shell Commands 3-1t0 3-8
3.1 Simple Filters 3-1
3.2 Filters Using Regular Expressions 3-5
3.2.1  Regular EXpression MEtaCharaCters ... rreeeessesssssessssessssssssssssssesssssssssssessssssssssssssssesssssesssssesssssssssseses 3-5
Chapter 4 : The Linux Environment Variable 4-1 to 4-8
41 Environment Variables 4-1
4.2 Locating and Removing Environment Variables 4-2
4.3 Default Shell Environment Variables 4-5
4.4 Command Aliases 4-6

o ™
"2 TechKnowledge
W Publications



RZ Linux Operating System (MU_B.Sc.) 3 Table of Contents
Chapter 5: Understanding Linux File Permission 5-1 to 5-7
5.1 Linux Security 5-1
51.1 SECUTTLY REQUITEIMEINES...cvuueeuseeeseeeseessseessesessessssesssassssessseesssasssessssassssesssessssessssssssassssesssessssssssassssesssesssssssssssssassssssssassssssssnsens 5-1
5.2 Using Linux Groups 5-1
5.3 Decoding File Permissions 5-4
5.3.1 File PErmiSSIONS fOT (FIW-TW-T=") wuveurrernnerssesmsesnsssssssssssssssssssssssssssssssssssssssssssssssessssssssassssssssssssssssssssssessssssssassssssssnseas 5-4
5.3.2 Change the Permissions with chmod COMMANG ......oeeeimeeeeeneesseeeeesseeesseesseessesssessssssssesssssssessssssssssssssssssens 5-4
5.3.3  Setting OCtal PEITNISSIONS ..ucuuueeeuueeeuseesseessssesesssesssssesssssesssssesssssesssssessssssssssssssssssssssssssssesssssesssssessssssssssesssssesssssesssssssssseees 5-5
5.4 Changing Security Setting 5-5
541 ACCESS MOAE COUES .ourrurmeemseermseeesseessssesssseesssssssssesssssesssssesssssesssssesssssesssssesssssessssesssssesesssesssssesssssesssssassssssssssesssssesssasesssaseses 5-6
5.4.2 USET GIOUP COAES coureureensresseeesseesseesssesssessssassssessssesssassssesssessssasssessssessssssssesssssssssssssasssessssassssssssassssessssssssassssssssassssesssassssassssesas 5-6
543 File Protection With CRIMO. ... ss s s s s s s 5-6
5.5 Sharing Files 5-6
Chapter 6 : Linux Security 6-1 to 6-8
6.1 Understanding Linux Security 6-1
6.1.1 SECUTILY REQUITEIMENES .couvurereeeeeseesseesesssetesssessssssssss s sssess s ssss s s bbb s bbb s e ans s 6-1
6.1.2 Linux Security SYStemMS and TOOLS.. . eeeeeeseeseesseessesssesssesssessssssssssssessssssssessssssssessssssssssssssssssssssassssssssassssesssnsens 6-1
6.1.3 FATEWALLS c.vveeeseeeseeesseessseesss s s s e s ess bbb RS S R S R A R R R R SRR 6-2
6.2 Uses of Root 6-2
6.3 sudo Command 6-3
6.4 Working with Passwords 6-4
6.4.1 RULES fOT GOOA PASSWOITS ...vcvvueessseersseesssessssessssesssssesssssesssssesssssssssssessssssssssssssssssssssssssssesssssessss s ssssssssssesssssesssssasssssssssnns 6-4
6.4.2 PaASSIWOTT SECUTTLY...ceuveeeueeeseeeseeeseessseesssesssessssessssesssassssessssesssass e sssess e s es RS R LRSS E SRR RS R Rt 6-4
6.4.3  Change SYStem USEI'S PASSWOI .....coccuerrerieressssesssssssssessssssssssssssssssssssssssssssssssssssessssssssssssssssssssssesssssessssssssssseses 6-5
6.5 Understanding ssh 6-7
6.5.1  SSI WOTKINIZ ccovvueevueeeeseeesseeesseesseesssseessssesssssesssse s ss st s s8R RS R RS R R R RS R SRR 6-7
6.5.2 SSh Encryption and AUthENTICAtION ... e e eeesseeessesseessessssesssessssssssssssesssssssssssssesssesssssssssssssassssssssassssssssassssesssnsens 6-7
6.5.3 S TOOLS uurerusreruseeesseeesseess s ees s s e s ea s bR R 8 EE R RS RS RR R R R RS R R 6-8

o ™
"2 TechKnowledge
N Publications



RZ Linux Operating System (MU_B.Sc.) 4 Table of Contents
Chapter 7 : Networking and Working with Editors 7-1to 7-14
7.1 Networking 7-1
7.2 TCP/IP Basics 7-1
T.2.1  TCP/IP MOMEL..coureerueeeeruseeessseseessseseessssesesssssesesssssesssssssessessssessessssessessssessessss s sessssessess e seessssessessssessessssessesssssssssasssessasssess 7-2
7.3 Resolving IP Addresses 7-3
7.4 Applications 7-3
7.5 Ping 7-4
7.5.1 Ping Command USeS VArioUS OPTIONS ...ccueueesreesmeessseesseesssessssesssessssessssssssassssssssessssssssesssssssssssssassssssssassssssssassssssssssens 7-4
7.6 telnet 7-5
7.7 ftp 7-8
7.8 DNS 7-9
7.9 awk Command 7-10
7.10 sed Command 7-11
7.10.1 Replacing o1 SUDSTEULING STEITIE cocuurieueeerreeeeesseessssesseesssessssesssessssesssessssessssssssesssesssessssssssssssssssssssssessssssssassssssssssssssssanes 7-13
7.11 Introduction to vi 7-13
Chapter 8 : Basic Script Building 8-1to 8-12
8.1 Using Multiple Commands 8-1
8.1.1 ) 0 1S3 U Yol o 70T 8-1
8.2 Creating Script Files 8-2
8.3 Displaying Messages 8-4
8.4 Using Variables 8-4
8.4.1 ENvironment Variables ... sssssssssssssssssssssssssssssssssssssnes 8-5
8.4.2  USET VAITADIES ...t sssss s ssss s ssss s s s SRRSRRRRRR R RRRR 8-6
8.4.3 2 72T o (PP 8-6
8.5 Redirecting Input and Output 8-6
8.5.1 OULPUL REAITECHION covuvevueeeseeeneesseessseessseeseesssessssesssessssessssesssassssssssssssessses s ss e s R E SRR R E R Rt 8-7
8.5.2 09 010 Ll =T 1Yot o ) o VOO 8-7
8.6 Pipes 8-8
8.7 Performing Math 8-9
8.7.1 1254 0] ol 0101 001 0 U o L 00O 8-9
8.7.2  USING BIaCKELS ...cvvereerscsssscsssssssssssssss s sssss s ssss s sssss s bbb bbb 8-10

‘echKnowledge
ublications

)
W
° -



RZ Linux Operating System (MU_B.Sc.) Table of Contents
8.8 Exiting the Script 8-10
8.8.1  CheCKIiNg the EXIt STATUS ...reureeeeesseeesseessessssesssssesssssesssssesssssssssssessssssssssssssssssssssesssssessssssssssssssssesssssesssssessssssssssssssssenes 8-11
8.8.2 D0 L 000} 441 0= 1 PP 8-11
Chapter 9: Using Structured Commands 9-1 to 9-12
9.1 Working with if-then 9-1
9.2 If-then-else Statement 9-2
9.3 Nested if Statements 9-3
9.4 Test Command 9-4
9.4.1 I\ EBDRaT=) o Tol O10) 40 o T g £ ) o U PP 9-4
9.4.2 10 0T 010 10N 0 g ) (PP 9-6
9.4.3 FIlE COMPATISONS .ouvreuseeueersreesseesssesseesssesssessssesssesssassssesssessssassseesssasssesss e s s ss e R e ER SRR RS R E SRR R ARt 9-6
9.5 Compound Condition Testing 9-9
9.6 While Command 9-9
9.7 Until Command 9-10
9.8 Case Command 9-10

Chapter 10 : Script and Process Control

10-1 to 10-6

10.1 Handling Signals

10.1.1  Generating SigNals .......coeermseseessessssessssessssssssssssssssssans

10.2 Running Scripts in Background Mode

10.3 Running Scripts Without a Console

10.4 Job Control

10-3

10.5 Job Scheduling Commands

10-4

10.6 Running the Script at Boot

10-4

>» Model Question Paper - I

M-1to M-2

» Model Question Paper - 11

M-3 to M-4

» Lab Manual

L-1to L-74

[ |



